Data Protection Policy

Policy Monitoring, Evaluation and Review

This policy is effective for all schools within The Mead Educational Trust, the Teaching School, the
SCITT and all other activities under the control of the Trust and reporting to the Trust Board.
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1.2

Introduction and definitions

Introduction

This Policy sets out the obligations of The Mead Educational Trust (“the Trust”) regarding data
protection and the rights of, inter alia, students, parents, staff and visitors (“data subjects”) in respect
of their personal data under the UK data protection legislation framework, namely the Retained
General Data Protection Regulation (EU) 2016/679 (UK GDPR) and the Data Protection Act 2018 (DPA
18). Other laws inter-relate with the Act and the UK GDPR including but not limited to the Privacy and
Electronic Communications Regulations (2003) (“PECR™). In addition, various guidelines, codes of
practice and case law contribute to the Data Protection Legislation.

This Policy sets the Trust’s obligations regarding the collection, processing, transfer, storage, and
disposal of personal data. The procedures and principles set out herein must be followed at all times
by the Trust, its employees, agents, contractors, or other parties working on behalf of the Trust.

The Trust is committed not only to the letter of the law, but also to the spirit of the law and places
high importance on the correct, lawful, and fair handling of all personal data, respecting the legal
rights, privacy, and the Trust of all individuals with whom it deals.

Definitions

The terms in this document have the meanings as set out in Article 4 of the UK GDPR unless amended
by the Act.

For clarity, the following have been reproduced:

‘personal data’ means any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location data, an online
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The processing is necessary for the performance of a contract to which the data subject
is a party, or in order to take steps at the request of the data subject prior to entering
into a contract with them.

The processing is necessary for compliance with a legal obligation to which the data
controller is subject.

The processing is necessary to protect the vital interests of the data subject or of
another natural person.

The processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the data controller.
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social care systems or services on the basis of UK law or pursuant to a contract with a
health professional, subject to the conditions and safeguards referred to in Article 9(3)
of the UK GDPR.

4.2.9
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address the following:

I The type(s) of personal data that will be collected, held, and processed

= —a . _—_a

The purpose(s) for which personal data is to be used

The Mead Educational Trust’s objectives

How personal data is to be used

The parties (internal and/or external) who are to be consulted

The necessity and proportionality of the data processing with respect to the purpose(s) for

which it is being processed

=

Risks posed to data subjects

I Risks posed both within and to the Trust

I Proposed measures to minimise and handle identified risks

12 Keeping data subjects informed

12.1 The Trust shall provide the information set out in Part 12.2 to every data subject:

12.1.1 Where personal data is collected directly from data subjects, those data subjects will

be informed of its purpose at the time of collection; and

12.1.2 Where personal data is obtained from a third party, the relevant data subjects will be

informed of its purpose:

a. if the personal data is used to communicate with the data subject, when the first
communication is made; or

b. if the personal data is to be transferred to another party, before that transfer is
made; or

c. assoon as reasonably possible and in any event not more than one month after
the personal data is obtained.

12.2 The following information shall be provided:

12.2.1

12.2.2

12.2.3

12.2.4

12.25

Details of the Trust including, but not limited to, the identity of its Data Protection
Officer.

The purpose(s) for which the personal data is being collected and will be processed (as
detailed in Part 21 of this Policy) and the legal basis justifying that collection and
processing.

Where applicable, the legitimate interests upon which the Trust is justifying its
collection and processing of the personal data.

Where the personal data is not obtained directly from the data subject, the categories
of personal data collected and processed.

Where the personal data is to be transferred to one or more third parties, details of
those parties.
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12.2.6 Where the personal data is to be transferred to a third party that is located outside of
the European Economic Area (the “EEA”), details of that transfer, including but not
limited to the safeguards in place (see Part 28 of this Policy for further details).

12.2.7 Details of data retention.
12.2.8 Details of the data subject’s rights under the UK GDPR.

12.2.9 Details of the data subject’s right to withdraw their consent to the Trust’s processing of
their personal data at any time.

12.2.10 Details of the data subject’s right to complain to the Information Commissioner’s Office
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shall be informed of any rectification that must be made to that personal data.
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17.2 Where data subjects have given their consent to the Trust to process their personal data in such
a manner, or the processing is otherwise required for the performance of a contract between
the Trust and the data subject, data subjects have the right, under the UK GDPR, to receive a
copy of their personal data and to use it for other purposes (namely transmitting it to other
data controllers).

17.3 Where technically feasible, if requested by a data subject, personal data shall be sent directly
to the required data controller.

17.4 All requests for copies of personal data shall be complied with within one month of the data
subject’s request. The period can be extended by up to two months in the case of complex or
numerous requests. If such additional time is required, the data subject shall be informed.

18 Objections to personal data processing

18.1 Data subjects have the right to object to the Trust processing their personal data where such
processing is based on the performance of a public task or the legitimate interests of the Trust
which include may direct marketing and profiling.

18.2 Where a data subject objects to the Trust processing any such personal data, the Trust shall act
as though the data subject has submitted a request for restriction of processing for the specified
personal data

18.3 The Trust shall be responsible for reviewing the processing the data subject has objected to so
as to provide a compelling demonstration of the Trust’s grounds for the processing that override
the data subject’s interests, rights, and freedoms, or that the processing is necessary for the
conduct of legal claims.

18.4 Where a data subject objects to the Trust processing their personal data for direct marketing
purposes, the Trust shall cease such processing immediately.

18.5 Where a data subject objects to the Trust processing their personal data for scientific and/or
historical research and statistics purposes, the data subject may object on grounds relating to
his or her particular situation. The Trust is not required to comply if the research is necessary
for the performance of a task carried out for reasons of public interest.

19 Automated decision making

19.1 Data subjects have the right not to be subject to a decision based on automated processing of
their personal data, including profiling, where that decision has a legal effect or significantly
affects them.

19.2 The Trust may use such processing if the decision:

19.2.1 isnecessary for entering into, or performance of, a contract between the data subject
and a data controller;

19.2.2 is authorised by Union or Member State law to which the controller is subject and
which also lays down suitable measures to safeguard the data subject’s rights and
freedoms and legitimate interests; or

19.2.3 is based on the data subject’s explicit consent.

19.3 Where such decisions have a legal (or similarly significant effect) on data subjects, those data
subjects have the right to challenge to such decisions under the UK GDPR, requesting human
intervention, expressing their own point of view, and obtaining an explanation of the decision
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from the Trust.

19.4 Such decisions should not concern a child (natural persons under the age of 18) unless there is
a compelling, demonstrated and documented reason for doing so.

20 Profiling

20.1 The Trust uses personal data for profiling purposes. These purposes relate to helping students
maximise achievement and attendance.

20.2 When personal data is used for profiling purposes, the following shall apply:

20.2.1 Clear information explaining the profiling shall be provided to data subjects,
including the significance and likely consequences of the profiling.

20.2.2 Appropriate mathematical or statistical procedures shall be used.

20.2.3 Technical and organisational measures shall be implemented to minimise the risk of
errors. If errors occur, such measures must enable them to be easily corrected.

20.2.4 All personal data processed for profiling purposes shall be secured in order to

Page 12 of 16






expected to change their password if instructed by the Trust.

26.2
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29.2

29.3

Officer by logging it on GDPR Sentry.

If a personal data breach occurs and that breach is likely to result in a risk to the rights and
freedoms of data subjects (e.g. financial loss, breach of confidentiality, discrimination,
reputational damage, or other significant social or economic damage), the Data Protection
Officer must ensure that the Information Commissioner’s Office is informed of the breach
without delay, and in any event, within 72 hours after having become aware of it.
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